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ǒ Low-level System Security

ǒ Updates

ǒ Encryption Systems

ǒ Key Management & Passcodes

ǒ Backup

Outline
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See: https://www.vice.com/en_us/article/4ag5yj/unlock-apple-iphone-database-for-police

https://www.vice.com/en_us/article/4ag5yj/unlock-apple-iphone-database-for-police
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See: https://www.vice.com/en_us/article/pavwzv/cops-are-confident-iphone-

hackers-have-found-a-workaround-to-apples-new-security-feature

https://www.vice.com/en_us/article/pavwzv/cops-are-confident-iphone-hackers-have-found-a-workaround-to-apples-new-security-feature
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iOS Security Architecture

Source: https:// goo.gl/2kl3Qt

https://goo.gl/2kl3Qt


Low-Level
System Security
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Secure Boot Chain

On chipƧcannotbe
modified

Boot ROM
Low-Level 

Bootloader (LLB)
iBoot

Device Firmware 
Upgrade (DFU)

Apple Root CA

Kernel
System 

Software
Applications

ǒưDibjo!of UsvtuƮ
Eachstep ensuresnext step is signedby Apple
ĄHierarchyreachesup to App Signing

ǒ From LLB to Applications Ą can be updated
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Starting with simple boot loaderƵ

ǒ Ensurebasic security level

ǒ Prevent tampering of lowest software levels

ǒ Similar (separate) boot process for

-Baseband processor (cellular access)

-Secure Enclavecoprocessor

Ą Error if load / verify next step failed

-Enter DFU (Recoverymode)

-Connect to iTunes and restore factory defaults

Secure Boot Chain



IAIK

Apple prevents them using S̼ystem Software Authorization̺ !

ǒ Signatures alone would enable replay attacks

ǒ Online process

-Device generates nonce (ƫ`msh-replayvalueƩ(
-Sends unique device ID (UID) + nonce to Apple 

-Apple generates signature for (OS image + Device ID + nonce)

-Device checks if signature ok, nonce / device ID matches

-If fine: Install software

ǒ Prevent installation of old OS images by revoking old signatures

iOS Downgrades?
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iOS Updates

Source: https:// goo.gl/NJFiDQ

https://goo.gl/NJFiDQ
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Available for iOS < 14.4 Ą fixed on 15.03.2021

ǒ Disable the ưDibjo!of UsvtuƮ

-Kernel modifications

-Install of unsigned / custom-signed apps

ǒ Hooking point typically: Low-level bootloader

-Software patchfix possible!

ǒ BootROMexploits

-Hardware problems Ą deploy new chips

-Checkm8 exploit published on 27.9.2019

Jailbreak
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Goals?
ǒ Protect user data by strong cryptographic master key

-Derived from user passcode

ǒ PreventƵ

-Offline attack on passcode Ą derive master key in hardware

-Brute-force attack Ą hard limit on number of passcode tries

ǒ Hardware keys from master key derivation
never handed out to mutable software

ǒ Integrated support for alternative unlock mechanisms (FaceID, TouchID-!Ƶ*

Secure Enclave
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Overview
ǒ Crypto operations for Data Protectionkey management

ǒMaintain integrity of Data Protectioneven if kernel compromised

Secure Enclave

How?
ǒ Dedicated co-processor for Apple A7 & newer

ǒ Own Boot ROM & software update sequence

ǒ Based on ARM TrustZone + modifications

ǒ Encrypted memory
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ǒ Dedicated AES-256 crypto engine

ǒ Individual for each coprocessor :

-Unique device ID (UID)

-Device group ID (GID)

ǒ UID tied to particular device

-Move the chip to another deviceĄ File System Encryption unreadable

-Used to derive AES keys for data encryption (KeyChain, files, file metadata)

ǒ GID key

-Common to processor class (e.g. Apple A8), needed for system updates

Secure Enclave

Fused AES-256 keys
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ǒ Not directly readable by firmware , software , JTAG (or other debuggers)

-Get only encryption / decryption results

Key Generation
ǒ Random Number Generator (CTR_DRBG)

ǒ Entropy from

-Timing variations during boot

-Interrupt timing after boot

Key Erasure
ǒ Address and remove certain blocks on NAND storage

ǒ Triggered with OS option;!ưEraseall content and settingsƮ

Secure Enclave
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Fingerprint sensing system Ą in addition to passcode!
Use to authorize payments (Apple Pay), application access via APIs

5 mismatches possible, then passcode entry required

Touch ID

How does device unlock work?
ǒ Without TouchID

-Lock: Data Protection keys discarded

-Unlock: User enters passcode
Ą keys restored

ǒ With TouchID

-Lock: Keys wrapped if TouchID key in Secure Enclave

-Unlock: Fingerprint recognized?
Ą Provide key to unwrap Data Protection keys



Encryption 
Systems
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Other key
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Wrapped AES key
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ǒ File system encryption

-Bmjbt;!ưFull disk encryptionƮ-!ưTupsbhf!encryptionƮ

-Introduced with iOS 3 and iPhone 3GS

-Based on hardware element

ǒ Data Protection

-Introduced with iOS 4

-Extends File system encryption

-Improved in newer version (new Protection classes, KeyChainfeatures)

Encryption Systems
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File systemencryption

Data Protectionsystem

File 1

File 3
Operating 
System

Passcode

KDF

Secure 
Enclave 
AES key

Remote Wipe

Filesystem key

Data protection 
class keys

File system

Application 1

Application 2

Application 3
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Jailbreak

File 2

Not dependent 
on Passcode

Per file, dependent on 
Passcode and Secure 

Enclave Key

Developer̶ s Choice!
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Outline
Same aslast slidebut 

moredetailed!

Note 
key0x9B, key0x835
Ą Static device-

specific nonces, e.g.
key0x9B = AES(UID, const)
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Every Secure EnclaveProcessorhas access to a uniqueprivate key= UID

ǒ UID key generated by Secure Enclave itself immediately after fabrication

ǒ Used to derive / protect further user keys

-Needed to encrypt the filesystem , files, file metadata

ÁUser keys are stored on the device but encrypted with the UID key

ÁPIN / Passcode is not used for filesystem key derivation, only the UID key

What if phone is stolen?
Apply jailbreak to bypass passcode protection , system decrypts the data for you

ĄMakes sense only for quick remote wiping

File System Encryption
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File System Encryption ƢRemote Wipe

From the iOS Security Guide (Q4 / 2020):

Ą Erase the file system key to avoid further access to any file!

Ą Remote Wipe does not actually delete the fileƵ

The metadata of all files in the file system is encrypted with a random key , which 

is created when iOS is first installed or when the device is wiped by a user. The 

ÆÉÌÅ ÓÙÓÔÅÍ ËÅÙ ÉÓ ÓÔÏÒÅÄ ÉÎ %ÆÆÁÃÅÁÂÌÅ 3ÔÏÒÁÇÅƚ 3ÉÎÃÅ ÉÔƦÓ stored on the device , 

ÔÈÉÓ ËÅÙ ÉÓ ÎÏÔ ÕÓÅÄ ÔÏ ÍÁÉÎÔÁÉÎ ÔÈÅ ÃÏÎÆÉÄÅÎÔÉÁÌÉÔÙ ÏÆ ÄÁÔÁƘ ÉÎÓÔÅÁÄƗ ÉÔƦÓ 

designed to be quickly erased ÏÎ ÄÅÍÁÎÄ ƽÂÙ ÔÈÅ ÕÓÅÒƗ ×ÉÔÈ ÔÈÅ Ƨ%ÒÁÓÅ ÁÌÌ ÃÏÎÔÅÎÔ 

ÁÎÄ ÓÅÔÔÉÎÇÓƨ ÏÐÔÉÏÎƗ ÏÒ ÂÙ Á ÕÓÅÒ ÏÒ ÁÄÍÉÎÉÓÔÒÁÔÏÒ ÉÓÓÕÉÎÇ Á remote wipe command 

from a mobile device management (MDM) server, Exchange ActiveSync, or iCloud). 

Erasing the key in this manner renders all files cryptographically inaccessible. 
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ǒ User keys are wrappedby master key

ǒMaster key derived from

-User passcode, random salt + Key derivation function in Secure Enclave

Master Key Derivation

KDF Mk i = KDF2(E(UID, Mk i-1))Passcode

Userland

Salt Timed Iterations (100-150ms)

Secure Enclave Processor

Master Key
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Idea
ǒManages keys for file and KeyChainprotection classes

-Set of keys generated for each system user

ǒ 10 incorrect tries Ą further attempts blocked

Different policy associated with each keybag key (usage, availability)

-Class A (256-bit AES) Ą Key only available while device unlocked

-Class B (Curve 25519) Ą Public key always available, private only while unlocked

-Class C (256-bit AES) Ą Available after first unlock

-Class D (256-bit AES) Ą Always available

User Keybags
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Status quo
File system encryption encrypts all file blocks with AES-XTS with 128-bit keys

Data protection = Additional encryption layer
ǒ Encrypts each file on user partition separately if device locked or powered off

ǒ Encrypted data protected by vtfsƪtpasscode

-Limit speed of bruteforce attacks with custom passcode derivation function

Design
ǒ Data availability

-when unlocked, while locked, after first unlock, always

ǒ Protection class for every single file and KeyChainitem

Data Protection

Unique key for every file!
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Represent the policies to determine when data is accessible

ǒưAlwaysƮ;!Gjmf!keys protected with )>!ưwrapped byƮ*!Dmbtt!encryption keys only
Ą no real protection !

ǒ All others: File keys encrypted with key derived from UID and passcode
Ą Jailbreak does not reveal the encrypted data

Data ProtectionClasses

File Availability File Data Protection

When unlocked NSFileProtectionComplete

While locked NSFileProtectionCompleteUnlessOpen

After first unlock NSFileProtectionCompleteUntilFirstUserAuthentication

Always NSFileProtectionNone



IAIK

ǒ NSFileProtectionComplete

-Keys removed from memory when device locked
Ą files not available in locked state

ǒ NSFileProtectionCompleteUnlessOpen

-Problem: Some files need to be written when locked, e.g. incoming mails

-Solution: Use ephemeral ECC keys with derived symmetric keys

-Private key not available when locked!

ǒ NSFileProtectionCompleteUntilFirstUserAuthentication

-Key available after first unlock (almost like NSFileProtectionComplete )

Data ProtectionClasses
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New file is created́
ǒ Data Protection creates new 256-bit per file key

ǒ Hardware AES engine uses key to encrypt file content

ǒ Per file key wrapped with one of several class keys

ǒ Resulting wrapped key stored in file metadata

File is opened́
ǒ Metadata decrypted with file system key

-Result: Wrapped file key and class used for protection

ǒ Unwrap file key with according class key

ǒ Suppy file and key to AES engine & read plaintext result

Data ProtectionƢHowit works

AES Key Wrap
Algorithm(RFC 3394)

Note:Wrappedfile key
handlingalwaysin SE!
Never enterstheCPU
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Hint: To keepit rhlokdư readfrom right to left ;)

Data Protection
Changefile class? Just rewrapfile key!
Changepasscode? Just rewrapclass key!
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ǒ Every new file gets assigned a protection class by an app (!)

-Handled by the developer!

-User cannot know which apps encrypt their data and which do not

ǒ Consider the scenario

-Getting email with PDF attachment (mail app uses data protection )

-Opening the mail in a PDF reader (not using data protection )

How to find out? Ą Application Analysis

ǒ Dynamic approach: Monitor live file access using jailbroken device

ǒ Static approach: Look for file API calls + parameters in binary dump

Data ProtectionƢWhereis theproblem?
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Since iOS 7 default protection class: ƫProtecteduntilfirst userauthenticationƩ

Data ProtectionƢIn Practice
let fileManager = FileManager.default

fileManager.createDirectory ( atPath : folder.path , withIntermediateDirectories : true, 

attributes: [ FileAttributeKey.protectionKey : FileProtectionType.complete ])

ƛ

fileManager.createFile ( atPath : databaseKeyURL.path , contents: nil, 

attributes : [ FileAttributeKey.protectionKey : FileProtectionType.complete ])

let data = Data(count: count )

data.write (to : fullCachePath ,

options : [.atomic, . completeFileProtection ])



Key Management 
& Passcodes
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What for? 
Mobile OS needs to handle passwords, login tokens, PINs, certificates , etc

How does it look like?
ǒ 1 SQLitedatabase stored on file system

ǒ KeyChainentries can be shared between apps from same developer (app group)
ǒ Access from apps using ordinary API

ǒ Protection classes similar to those for files

Side note: 
Uninstalling an app doesnot removeKeyChaindata!

iOS KeyChain
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Every entry hasƵ

ǒ Access control list (ACL)

-Accessibility : When is item readable? 
Similar to protection class

-Authentication : What authentication is needed for access?

ǒ Key wrapped with protection class key, 

ǒ Protection class affiliation

ǒ Attributes describing the entry

ǒ Version number

Ą Every aspect is encrypted (AES-128 GCM)! 
E.g. also usernames (= attribute ), not only passwords!

iOS KeyChainItems

Source: Xamarin

Ą Policy

See: https:// goo.gl/iHYHOX

https://goo.gl/iHYHOX
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iOS KeyChain: App Access Workflow

Source: Xamarin


