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Advisor: Stefan More

Motivation

Electronic credentials can be used to authorize a person
to access a resource. The entity verifying the credentials
uses a policy to decide if the credentials provided by the
user are trustworthy, and thus if access should be granted.
This entity can not only be a person or website, but also a
device.

Sometimes the device executing such a policy has limited
computational resources - think about an access gate or
car sharing. Additionally, it is not always possible to con-
nect to the Internet during verification.

Goals and Tasks

In this project we look into one strategy to free the verify-
ing device from the heavy task of executing a policy. By us-
ing lightweight zero-knowledge proofs we let the user
do the work by themselves.

& Understand SSI concepts
and the concept of a policy language

@ Construct a suitable zero-knowledge proof
#$ Implement prototype of idea

@ Perform benchmarks and compare approaches
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Prerequisites
> Java programming

> Understanding of cryptography

> Basic understanding of
blockchains/distributed ledgers is
beneficial
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