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Motivation

Encryption protects the confidentiality of data, before
handing them to a less trusted service (e.g., cloud stor-
age). To perform further business logic on the data, a ser-
vice/recipient usually first has to decrypt the ciphertext,
and then operate on the plaintext – an all or nothing ap-
proach. However, if the recipient is only trusted to some
degree, the usermight notwant to reveal her full plaintext,
butwouldbeopen to reveal a functiononher data, e.g., let
her data participate in statistics. With functional encryp-
tion (FE), the recipient holds a decryption key, which de-
crypts the ciphertext to a pre-defined function of the plain-
text f (p), rather than thewhole plaintext. Multi-input func-
tional encryption extends this concept, and allows to de-
crypt a function onmultiple encrypted inputs.

We aim to develop a system to not only securely outsource
and share (education) data, but also to perform privacy-
preserving computation on them. In more detail: Our
proposed system is based on the self-sovereign identity
paradigm, where users and issuers of data establish their
identities andpublic keys in a decentralized ledger system.
We integrate two cryptographic mechanisms: functional
encryption (FE) to enable computation on encrypted data
andproxy re-encryption (PRE) tokeepusers in control over
who obtains access to their data to perform the computa-
tions.

To illustrate the application of our concept, we elaborate
on a job application process: Alice obtains a verifiable cre-
dential from her university, which contains a transcript
of her grades, and securely shares this credential with a
recruitment agency. This agency obtains/buys the com-
putation rights to evaluate the average of other students’
grades, which allows to compare Alice’s performance and
make amore informed decision.
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