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Where does this new course fit?

Cryptography 
on 

Hardware Platforms

Introductory Digital 
Design



New course Cryptography on Hardware Platforms

Learning goals

1. FPGA design flow (We do real FPGA implementation!)

2. Problem-oriented hardware development for cryptography.

3. Optimized implementation techniques

4. Secure implementation techniques.



Popular applications of FPGAs

Prototyping of designs Acceleration of ML applications

https://www.youtube.com/watch?v=t3Vo37V9oU8&t=2325s

https://www.youtube.com/watch?v=t3Vo37V9oU8&t=2325s


Popular applications of FPGAs



How is ‘Cryptography on Hardware Platforms’ relevant?

• Active area of research

• Industry needs people who can make crypto ‘work’ 

New cryptographic needs, New protocols, New platforms, … 

Only a handful of universities offer courses on cryptographic 
implementation techniques …



… some job advertisements from the internet



… some job advertisements from the internet



Tentative topics to be covered

1. FPGA design flow

2. Public-key Primitives

3. Symmetric-key Primitives

4. True Random Number Generation

5. Physically Unclonable Functions



Structure of ‘Cryptography on Hardware Platforms’ 

• 5 ECTS. 

• Evaluation: 100% from 2 practical assignments → No written exam.

• Work in teams of 2 people.

• Oral defence after submitting assignments. 

Implement crypto on FPGA-Arm platform 



Our hardware platform for prototyping

Xilinx PYNQ-Z2 

Processing System (PS): ARM Cores where you put your SW program
Programmable Logic (PL): FPGA for your Verilog Crypto cores
Zynq SoC uses AXI bus for communications

This course: We will run crypto in real hardware!



Course evaluation of 2022

Last year the course was rated very highly. 
• How satisfied are you with the course? 
• Students gave 5.6 out of 6 points

Students did well in the assignments!

One student told us “most interesting course of the semester.”
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