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Motivation

Public key cryptosystems are based on difficult mathe-
matical problems and usually slow compared to symmet-
ric crypto systems. However, especially in small devices
there is a demand in ultra-fast public key crypto systems
like MQQ-Crypt.
MQQ-Crypt is based on a specific class of quasigroups.
In this project, the mathematical background of multi-
variate quadratic quasigroups (MQQ) should elaborated.
Furthermore, possible attacks and implementation tech-
niques are considered and partially implemented.

Goals and Tasks

IAcquire the necessary background on multivariate
quadratic quasigroups

IUnderstand MQQ-Crypt and its security
I Implement MQQ-Crypt or parts of an attack on it
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Deliverables

IProject files (.zip, cleaned)
IDocumentation (inline)
IReadme (getting started)
IPresentation (10 .ppt slides)

Project Schedule

I Start Immediately
IMonth 1 Reading literature
IMonth 2 Implementing
IMonth 3 Final deliverables

Master Project

Studies: � INF � SW � TEL � TM

Prerequisites

IC programming

Advisor / Contact

martin.schlaeffer@iaik.tugraz.at
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