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Motivation

A few years ago, cryptographic hash functions have come
under heavy attack. Especially AXR (add, xor, rotate)
based hash functions (MD5, SHA-1) have been broken
by Wang et al. and also by researchers from IAIK. There-
fore, NIST has announced the SHA-3 competition to find
a new cryptographic hash function until 2012. Many
AXR based hash functions have been submitted but not
yet analyzed using differential cryptanalysis, which has
been used to brake SHA-1.
In this project, differential cryptanalysis should be used
to analyze reduced variants of one AXR based SHA-3
candidate. Existing differential tools should be adapted
and applied to the chosen SHA-3 candidate.

Goals and Tasks

IChoose a SHA-3 candidate
IUnderstand the differential cryptanalysis of AXR

based hash functions
IApply and implement parts of the differential attack

on SHA-1 for the (reduced) SHA-3 candidate
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Deliverables

IProject files (.zip, cleaned)
IDocumentation (inline)
IReadme (getting started)
IPresentation (10 .ppt slides)

Project Schedule

I Start Immediately
IMonth 1 Reading literature
IMonth 2 Implementing
IMonth 3 Final deliverables

Master Project
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Prerequisites

IC/C++ programming
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