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Motivation

Recently, Dinur and Shamir introduced the cube attack.
It is a type of algebraic attack applicable to crypto-
graphic functions having a low-degree algebraic normal
form over GF(2). As an example the authors applied
it on the stream cipher Trivium. Later, Aumasson et
al. applied the cube attack to the SHA-3 submission
MD6. They introduce another class of attacks called
cube tester. Unlike the standard cube attack, the cube
tester detects nonrandom properties in cryptographic
function instead of performing key recovery. The goal
of this project is to implement and verify the cube at-
tack/tester for Trivium.

Goals and Tasks

» Acquire the necessary background

» Understanding of the attack

» Implementation of the cube attack/testers
» Verification of the attack on Trivium
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Figure 1: Schematic view of Trivium.
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Deliverables

» Project files (.zip, cleaned)
» Documentation (inline)

» Readme (getting started)

» Presentation (10 .ppt slides)

Project Schedule

» Start Immediately

» Month 1 Reading literature
» Month 2 Implementing

» Month 3 Final deliverables
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Prerequisites

» C/C++ programming
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