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Motivation

Recently, Dinur and Shamir introduced the cube attack.
It is a type of algebraic attack applicable to crypto-
graphic functions having a low-degree algebraic normal
form over GF (2). As an example the authors applied
it on the stream cipher Trivium. Later, Aumasson et
al. applied the cube attack to the SHA-3 submission
MD6. They introduce another class of attacks called
cube tester. Unlike the standard cube attack, the cube
tester detects nonrandom properties in cryptographic
function instead of performing key recovery. The goal
of this project is to implement and verify the cube at-
tack/tester for Trivium.

Goals and Tasks

IAcquire the necessary background
IUnderstanding of the attack
I Implementation of the cube attack/testers
IVerification of the attack on Trivium
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Fig. 4. Two-round key stream generators

form, might look like Fig. 4(a). The figure represents a key stream generator
consisting of two ‘rounds’, where each round consists of an S-box followed by a
very simple linear filter. Data words traverse the structure in clockwise direction,
and the output of the second round, which also serves as key stream, is fed back
to the input of the first round.

While the scheme proposed above has some interesting structural similarities
with a block cipher in OFB mode, there are important differences as well. The
most fundamental difference comes from the fact that linear filters, as opposed
to diffusion matrices, have an internal state. Hence if the algorithm manages to
keep this state (or at least parts of it) secret, then this eliminates the need for a
separate key addition layer (another important block cipher component, which
we have tacitly ignored so far).

5.2 Analysis of Linear Characteristics

As stated before, the primary goal in this paper is to construct a scheme which
generates a stream of seemingly uncorrelated bits. More specifically, we would like
the adversary to be unable to detect any correlation between linear combinations
of bits at different positions in the key stream. In the following sections, we will see
that the study of linear characteristicsprovides some guidance onhow to design the
components of our scheme in order to reduce the magnitude of these correlations.

Applying the tools from Sect. 4 to the construction in Fig. 4(a), we can easily
derive some results on the existence of low-weight linear characteristics. The term
‘low-weight’ in this context refers to a small number of active S-boxes. Since we
are interested in correlations which can be detected by an adversary, we need both
ends of the characteristic to be accessible from the key stream. In order to construct
such characteristics,we start with a selection polynomial γu at the input of the first
round, and analyze how it might propagate through the cipher.

Figure 1: Schematic view of Trivium.
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Deliverables

IProject files (.zip, cleaned)
IDocumentation (inline)
IReadme (getting started)
IPresentation (10 .ppt slides)

Project Schedule

I Start Immediately
IMonth 1 Reading literature
IMonth 2 Implementing
IMonth 3 Final deliverables
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