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Motivation

A few years ago, cryptographic hash functions have come
under heavy attack. Especially AXR (add, xor, rotate)
based hash functions (MD5, SHA-1) have been broken
Wang et al. Also researchers from [AIK have at-
tacked AXR based hash functions using automatic tools

by

for

differential cryptanalysis.

In this project, the existing text-based automatic tool

should be extended by a graphical user interface (GUI)
to better represent the found differential paths. The
GUI should also allow to interactively set parts of the
‘erential path and change parameters of the search to
orove future applications of the tool.
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Goals and Tasks

» Understand the differential cryptanalysis of AXR
based hash functions

» Get used to the existing text-based automatic tool

» Implement a (Qt-based) GUI to interactively search
for differential paths

Table 1: Example output of the text-based tool.
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Deliverables

» Project files (.zip, cleaned)
» Documentation (inline)
» Readme (getting started)

» Presentation (10 .ppt slides)

Project Schedule

» Start Immediately
» Month 1 Reading literature
» Month 2 Implementing
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